Complete mobile device management with MaaS360 from
RHM Telecommunications Ltd — protecting your remote
workforce
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Introduction

MaaS360 provides you with an easy-to-use interface for managing personal and corporate-owned
mobile devices.

There are a few steps you must follow as part of set up and device enrolment activities.
This document describes these steps, and then provides a brief overview of MaaS360.

Getting Started

Select Platforms

Log in by visiting https://m2.maas360.com/ and enter your credentials.

When you log into the portal, you will receive an email with your account information and
username. [The password will be the same one you used when you registered for the trial.]

The quick start screens will walk you through setting up your account and enrolling devices.
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MaaS360 is automatically set up to manage Android and Windows Phone devices. Apple requires
that iOS devices have an Apple Push Notifications service (APNs) certificate to be managed. Click
‘Setup iOS Now’ and MaaS360 will walk you through the process of requesting and uploading your
APNs certificate.

Note: For windows 8+ a Windows Phone Company Hub certificate is required to access some
features. The Windows Phone Company Hub certificate allows for the distribution of applications,
real-time actions, and location services. To take advantage of these features, the certificate must be
installed prior to enrolling your Windows Phone devices.

Please note:

When you create your APNs certificate, you will be required to enter an Apple ID. We strongly
recommend that this Apple ID belongs to your company and not an individual. The Apple ID you use
to set up your devices is the same one you will need to renew your certificate each year. If you use a
personal Apple ID and the person leaves your company, you will need to create a new Apple ID at
renewal time and re-enroll all the iOS devices using it.

The basic steps are as follows:

1. Click‘SetupiOSNow’.Safari,ChromeandFirefoxarerecommended forthis process.

2. Enteryourcompany’s Apple ID. If you don’t have one, hover over ‘Create ID?’ and click the
Apple website. This will take you to a page where you can create a corporate Apple ID.

3. The Certificate Signing Request (CSR) will be generated automatically within approximately
five minutes.

4. The CSR will be emailed to the account specified. You can also click the download link on the
webpage.

5. Save thefile.
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In MaaS360, enter the ApplelD and the password, and then click ‘Sign In.”
Clickthegreen ‘Create a Certificate’ button.

Accept the terms and conditions.

Browse to the file you saved.

. Click‘Upload.’ Youwillreceiveaconfirmation message.
. Click ‘Download’ to download the PEM file. You will also receive this via email just like the

CSR.txt file, but you will be using it in the very next step. Save it to your Downloads folder.

. Youwillreceiveaconfirmation message. Click ‘Next.’
. Now you have to upload the certificate to MaaS360. Click ‘Browse.’
. FindthefileMaaS360_Fiberlink_Communications.peminyour Downloadsfolder.Click

‘Open.’

Enterapasswordinthe Create Certificate Password and Confirm Passwordfields, click
‘Upload.’

The APNs certificate has been created. Click ‘Close.’

Nowthatyouhave createdan APNsyoucanclick‘StartwithiOS’tosendanenrolment
request to a mobiledevice.

Each of these steps are described in detail throughout this guide.

Add Devices

Click the second tab to begin enrolling devices in MaaS360.
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Enter the information in the fields and click ‘Send Request. MaaS360 will send an enrolment request

to the device.

Enrollment Request Sent
El@sE
[ 3]

Corporate Identifier
iy

QR Code for
Enroliment URL

[

http://123456.123456/

123456
mdm#123456

The end user will use that message to log in. Download the MaaS360 app and install it.

Play



Now you can review information about the enrolled device, take actions like ‘Lock’, ‘Locate’ or
‘Distribute App’ and many more.

When you're finished, click ‘Close Quick Start’ to see the MaaS360 home page.



Home Page

e The menu bar gives you access to different parts of MaaS360. Hover over one of the tabs to
display a menu, and then click on the item you want. Click the # icon to return to the home
page.

e  Start typing in the search field and MaaS360 will begin displaying items that match the text,
including devices, users, apps, and documents. Different links appear under the item,
depending on what the item is. For example, clicking ‘Locate link’ under a device will display
itonamap, while clickingthe ‘Distribute’ link underan app will allow youtodistributeit.

e My Alert Centre draws your attention to important details about your environment. Blue
alerts are information only, while red alerts indicate a problem and green ones mean that
the situation does not need your attention. You can create and customise these alerts
quickly and easily.

e MaaS360 displays a snapshot of your environment at the top of the screen. The numbers are
links to the most commonly used screens in MaaS360, and you can click % to add a device,
user, app or document.

e My Activity Feed shows you what has been happening in MaaS360. You can filter to see
specific types of activities and click on an item to seedetails.



Device Information

Hover over the ‘Devices’ tab to display the menu, and then click ‘Inventory’.

44 DEVICES

Inventory

Groups

USERS

Advanced Search

Enroliments

Actions & Events

Exceptions

Custom Attributes

SEC

Click a device name to view details about the device.
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The summary view shows basic information about the device.
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The data shown will vary slightly depending on the
device type and platform. The other views are available
from the pull-down menu.

The available views depend on the device’s platform
and your configuration.
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Taking Action

You can take action on devices from the ‘Home page.’ Begin typing the device’s name in the search

field.
'“ MaaS360 lists the devices,
o .
@36 # DEVICES USERS SECURITY APPS pOCS exvens|  users, documents and apps that
by . .
meet your criteria. It also
displays popular actions as links
ma under each one.
Devices KMark - ®Phone ~
View | Locate | Distribute App
Marketing Demos-®©ad
D View | Locate | Distribute App
Marketing2967 ©ad
DawndiPad E
D View | Locate | Distnbuts App
Usors 1 kmartin
1 marketingdemos
View
Docs Smart_Search_Results =
View | Destribute 3
P

You can also take action from a device view.
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» Actions * Edit

MDM Actions

" Refresh Device Information
€, Locate Device

) Send Message

Buzz Device

Lock Device

8

Reset Device Passcode
Selective Wipe

Wipe Device

Change Android Policy
Distribute App

Remove Android Control
Hide Device Record

BRONEIND

Change Rule Set
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The pull-down menu lists the actions that are available for the device. There will be some variation,
depending on the type of device and your environment.

Available actions include the following:

Refresh Device Information: Retrieves the most recent data from the mobile device
LastKnownLocation:Locatesthemobiledevice

Send Message: Sends a message to the mobile device

Buzz Device: Sends an alert tone to the mobile device
LockDevice:Sendsacommandthatwilllockthe mobile device

ResetDevicePasscode: Clearsthecurrentpasscode

Selective Wipe: Deletes the Wi-Fi profile, Exchange ActiveSync profiles and Web shortcuts
configured on the device via the MaaS360 policy

Wipe Device: Erases all data on the device and resets it to the original factory settings

For Android 2.2, the ‘Wipe Device’ action will reset only the phone memory. However, for Android 2.3.
it will reset both the phone memory and the SD card

Change iOS/Android Policy: Allows you to change the policy in force on the device

Change Plan: Allows you to change the MaaS360 plan

Distribute App: Sends an app to the device

Remove Control: Allows you to unregister the device from MaaS360, meaning MaaS360 will
no longer manage this device

Hide Device Record: Marks a device as inactive in MaaS360 reporting, but it does not remove
control on the device

ChangeRuleSet: Allowsyoutoapplyorupdatetherulesetassignedtoadevice
ChangeSecure Browser Policy: Changesthe Secure Browser Policyin effect forthe device
Refresh Device Information (EAS): Refreshes the information shown for the devicefrom
Exchange ActiveSync

Block Device (EAS): Prevents the device from accessing your Exchange ActiveSyncserver
Change ActiveSync Policy (EAS): Changes the policy in force on the device. These settings will
be specific to Exchange ActiveSync

Remove Device from Exchange Server (EAS): Removes the device records fromyour
Exchange ActiveSync server
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Security Policies

Policies allow you to enforce your company’s security requirements on mobile devices. Hover
over the ‘Security’ tab at the top of the screen and click ‘Policies’.
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Default policies are included with MaaS360, which you can use as a basis to create custom ones.
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Click the tabs on the left side of the screen to see all the choices. When you have finished, save and
publish it. Your policy cannot be deployed to a device until it has been published.
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Compliance Rules

Compliance rules are also found under the ‘Security’ tab. When a device falls out of compliance,

these rules automatically perform the actions you specify.

Click ‘Add Rule’ to get started. Enter the rule-set’s name and click ‘Continue’.

As before, you can click the tabs on the left side of the screen to see the different settings.
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Enteryoursettingsandclick ‘Save’. Onthe Compliance Rules page, click ‘Assign’. Youcan now assign

yourrulesettoagroupofusers.
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Deploying Apps

Click ﬁ for Apps on the home page to upload an app into the MaaS360 app catalogue. You can
upload apps from popular app stores, or a custom app of your choice.
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iTunes App Store App

Search and pick from the iTunes App Sto

r)
A;.

Enterprise App for iOS

Upload your own private enterprise iOS App

-
«

.ﬁ Google Play App

Search and pick from Google Play

lﬁ Enterprlse App for Android

Jpload you ¢N Private enterpns se Android Ap

=
-

wl Windows Phone Store App
MW search and pick from Windows |

Sea a Marketplace Catalog

2
mil Windows Phone Private App
Pd .'5 Specify the Microsoft Deep Link

dd 2 browser URL (Web C

Enter information about the app and specify your security restrictions.

e MaaS360 Control Removal: If the user removes the MaaS360 app, this app will also be
removed

e SelectiveWipe: faselectivewipeisperformedonthedevice, thisappwillberemoved

o Enforce Authentication: Users must enter a password to download the app

o Enforce Compliance: If the device does not comply with the security policy inplace

Specify if you want to distribute the app to a device, a group of devices or all devices. If you choose
‘None’, the app will be uploaded into the catalogue, but it will not be distributed.
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Deploying Documents and Files

Documents, like apps, are uploaded before they can bedistributed. Click 'o for Documents on the
Homepage.

Add Document
All Docs

e Browse... Provide URL

Document Name *= ‘

Tags ‘

Restrict Export I

J Restrict Cut/Copy/Paste

Security Settings

Ignore WorkPlace
! Restrictions

Download Policies | Password Protected

Download Automatically Download only on Wi-Fi

T

Restrict Delete after

Hide Doc Preview in App
L Download

|
Distribute to None

Cancel

Browse for the file you want to upload. MaaS360 supports many common file types, such as .doc, .xIs
and .ppt.

Enter the name you want the file to have in the ‘Document Catalogue’, and enter tags to help your
user’s find the file.

Specify the security restrictions:

Restrict Share: The file cannot be opened with any third party apps
PasswordProtected: Users mustenterapasswordtodownloadthefile

Download Automatically: Thefilewillbeautomaticallydownloadedwhen MaaS360 is
launched

Hide Doc Preview in App: No preview of the document will be shown

e DownloadonlyonWi-Fi:Restrictdownloads untilaWi-Ficonnectionisavailable

o Restrict Delete after Download: Users cannot remove the locally cached copy of the file.
Specify if the file should be distributed to a device, a group or all devices. Select ‘None’ to
upload the file to the catalogue without distributingit. Click o to add another type of
distribution; for example, you can distribute the file to a group of devices and one extra
device.
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MaaS360 Reports

MaaS360 reports allow you to use enhanced reporting functions, such as the tabular presentation of
reports to group associated graphs and summaries, and to provide easy navigation between the
folders.

It also includes filters, which help you generate a variety of real-time reports or narrow down report
details based on your filter criteria.

To access the reports, hover over the ‘Reports’ tab and select the report family you want. Separate
reports in each family appear ontabs.

MDM Overview WA MO T O
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There are filters to the top right of the screen to help you manage your data:

e Personal

e Corporate-owned
e Unspecified

e i0S

e Android

e Windows Phone
e Time period
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Last 30 Days

Save as Custom F...

You can save your filters for future use.

Clear You can subscribe to reports by clicking !
You can hover over a part of a graph to see the details about it.
Last 7 Days partotagrap
Last 30 Days For example, the following screenshots below show that out of
the seven Android devices, three are tablets:
Current & Last Mo...
Last 90 Days
Last 180 Days
Android

If you click on it, MaaS360 displays the Details Report, filtered to show information about those
tablets:

| _Ownersp | amsgeaty
ecut Knade Far ecan Angrosd Tutset Emgiuyee Owned  Agent tnroed 1202 oN1%201)
NG News ) neg Androst Tataet Comparate Owned  Agent Frroted SMVI01) oW I%201)
st e 7 hat Androud Tablet Corporaty Owned  Agent Enrofes OV 20L) o 1%200)

You can choose the type of chart by selecting it from the menu at the bottom of the page.

You can also download the report by clicking

1l, stacked Column ) i
Export’.

&= Stacked Bar
I Multi Column
* Multi Line
& Multi Area

& Donut -
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